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Abstract. Remote latency side channels reveal sensitive information by
only observing latency variations in the attacker’s traffic with the victim.
While these attacks are easy to mount and scale, there is no practical
defense. Considering the more powerful attacker-in-the-middle scenar-
ios, available mitigations require the cooperation of all communication
partners for protection, and cause prohibitive overheads.

In this paper, we propose AckwardDelay, a new unilateral, purely client-
side, and lightweight defense against remote latency side channels. In
detail, we piece-wise apply constant-time principles on the latency side
channel and computationally show that a fully remote attacker requires
more than 250 samples to reduce the initial search space to below 1%
with our recommended parameters, even in a scenario favoring the at-
tacker. Based on our proof-of-concept implementation with less than 1000
lines of code on Linux, we demonstrate that the accuracy of website- and
video-fingerprinting attacks is reduced to random guessing in practice.
With an increase of only 5.55 % on website-loading times and a reduc-
tion of only 0.51 % in transfer rates, we conclude that AckwardDelay is
a practical, lightweight, and effective mitigation applicable to the vast
number of client systems such as smart phones, tablets, and laptops.

1 Introduction

Network side channels leak sensitive information using packet timings, sizes,
numbers and other information to any attacker able to sniff network traffic [82,
46, 63, 21, 75, 18, 29, 67, 44, 48]. Raising significant privacy concerns, these side-
channel attacks reveal which video [74, 22] or website [28, 89, 78, 4, 56, 8, 81,
75, 22] is accessed, the content of voice calls [92], or even medical and financial
secrets [16]. Most of these works focus on network packet analysis within the
victim’s network or attacker-controlled components on the path between victim
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and communication partner (attacker in the middle). Similarly, most mitiga-
tions [64, 52, 50, 93, 19, 12, 61, 89, 91, 41, 51, 25, 55, 73, 11, 32] focus on scenarios
with such powerful attackers, and require cooperating communication partners
to apply the defense on both sides. In these cases, leakage can be reduced by
padding packet sizes, varying the timings or the number of packets, aggregat-
ing packets, adding dummy packets, or splitting traffic over multiple network
paths. These approaches are, however, not applicable to a scenario where only
one side of the communication is under control of the user, aiming to protect
their privacy, while the other side lacks incentives to implement defenses e.g.,
due to reduced performance or increased costs.

There has been less focus on fully remote latency side channels, where an
attacker only observes latencies of their own traffic [57, 22|, either in Tor [57]
or regular internet connections [22], but does not sniff the victim’s whole net-
work traffic. Fully remote latency side-channel attacks are easy to mount and
scale, as they do not require a privileged position for packet sniffing nor code
running on the victim system. These attacks hide latency measurements within
benign-looking traffic between the victim and an attacker-controlled server, e.g.,
a benign-but-slow resource on a website. Given the significant overhead of exist-
ing mitigations and the impracticality of having to control both communication
ends for many mitigations, there are currently no mitigations against fully re-
mote latency side channels and they are exploitable on most systems today.

In this paper, we propose AckwardDelay, a unilateral client-side mitigation
with low performance overhead, specifically protecting against fully remote la-
tency side channels. The core idea is that a side channel is mitigated by making
the attacker-observed latencies statistically independent of the actual signal con-
taining private information like the accessed website or video. Constant-time and
constant-decrease padding, as known from cryptography, is however impractical
for networking due to prohibitively high overheads, potentially even breaking
applications, and lacking ground-truth knowledge on the connection between
the attacker and the victim. Instead, AckwardDelay applies piece-wise constant-
decrease on random-sized intervals to break the correlation between the original
and the eventually observed latencies by the attacker. AckwardDelay groups re-
sponses into configurable and unpredictable time intervals, chosen independently
of network activity, and returns all accumulated responses at the end of the in-
terval. Beyond that, each response is sent with an additional random delay to
hide the latency minima caused by an interval’s last packet. Altogether, Ack-
wardDelay transforms the raw trace, revealing potential private information like
the accessed website or video, into a jigsaw pattern as shown in Figure 3.

For the design of AckwardDelay, we borrow from constant-time principles,
as their attacker-optimistic/defender-pessimistic mathematical framework allows
to compute a robust upper bound on leakage. Based on our computations, the
attacker needs more than 150 samples to reduce the initial search space below
5% with our recommended parameters, even in an unrealistically powerful at-
tack assuming unique and deterministic latency sequences for every website. We
implement AckwardDelay for TCP and ICMP in less than 1000 lines of code for
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Fig. 1. Requirements for remote side-channel attacks vary from a victim running code
in the browser @, an attacker-in-the-middle intercepting traffic or a wireless signal on
the transport path @, to off-path fully remote attackers ©.

Linux, and evaluate its security and performance in real-world measurements.
Already for a conservative choice of parameters, AckwardDelay reduces an at-
tacker’s accuracy in website- and video-fingerprinting attacks to random guess-
ing. Thereby, TCP download transfer rates are reduced by only 0.51 %, website
loading times increased by 5.55 %.

AckwardDelay is a unilateral, purely client-side and lightweight mitigation
protecting against fully remote latency side-channel attacks. In contrast to prior
work, (a) it neither requires changes to servers, routers, or other components
beyond the client, nor the availability of privacy-enhancing tunnels, and (b)
impacts the networks transmission’s performance only to a very limited extent.
Concluding, AckwardDelay represents a unique type of privacy protection for the
vast number of client systems, e.g., mobile phones, tablets, or laptops, especially
when contrasting the gained protection with the defense’s ease of implementation
and low performance impact.

Contributions. In summary, our main contributions are:

— We present AckwardDelay, a unilateral, client-side mitigation against fully
remote latency side channels, with a Linux proof-of-concept for TCP and
ICMP.

— We compute an upper leakage bound and show that an attacker would need
more observations than practically feasible, even in unrealistically favorable
conditions for the attacker.

— We evaluate AckwardDelay in simulations and real-world measurements,
highlighting that attack accuracies drop to random guessing for a conser-
vative choice of parameters.

— Our performance evaluation emphasizes the low overhead of AckwardDe-
lay. Transmission rates decrease by only 0.51 %, and website loading times
increase by 5.55 %.

Outline. Section 2 provides background. Section 3 overviews our design. Sec-
tion 4 provides a security analysis. Section 5 discusses our implementation. Sec-
tion 6 and Section 7 evaluate security and performance of AckwardDelay. Sec-
tion 8 discusses related work and limitations. Section 9 concludes.
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2 Background

Remote Side-Channel Attacks. Remote side-channel attacks do not require
physical access to the victim’s device or native code on it, making them a larger
security threat than non-remote attacks. Figure 1 gives an overview of attacker
models commonly described as remote. One group @ runs JavaScript [62, 87, 85)
or WebAssembly [72] code in the victim’s browser. A second group @ observes
network traffic from a privileged position, either from a network component on
the transport path as an attacker-in-the-middle [34, 70, 5, 82] or by eavesdrop-
ping on wireless traffic nearby [15, 49]. In contrast, a third group & neither
requires attacker code on the victim system nor a privileged position, i.e., these
are fully remote attacks. In these, an off-path attacker sends packets to the victim
and infers secrets from response content [53, 83, 7, 36] or latencies [27, 22, 71, 84].
Network Side Channels. The root cause of network side channels is due
to data transfer over a network. Instead of (potentially remotely) observing a
local effect on a victim system, e.g., CPU caching [62], the attacker exploits
the standard-conforming data transfer between network components. Network
side channels can be content-based, shape-based or both: In content-based side
channels, secret information is inferred from individual packet content. For in-
stance, multiple features of TCP packets, such as supported options and receive
window sizes, allow an attacker to guess a device’s system [53]. In shape-based
side channels, secret information is inferred from the packet sizes, directions
and timings, i.e., the traffic shape. For example, website accesses [70] and video
streaming [74] cause characteristic traffic patterns, exploitable in fingerprinting
attacks. Inferring secret information from encrypted traffic shapes is known as
traffic analysis [57]. Some attacks [20, 36] combine both approaches.

Remote Traffic Analysis. While the first traffic analysis attacks measured
the traffic shape directly from a privileged, attacker-in-the-middle position [57],
subsequent work has shown that the measurement can also be performed in-
directly by an off-path attacker. These remote traffic analysis attacks rely on
congestion of a network segment shared between packets of a benign connection
and attacker packets, usually at the last mile of the victim’s internet connec-
tion. Congestion on this shared segment leads to a bandwidth reduction [74]
and increased latencies [27, 22], both exploitable by an off-path attacker. In fully
remote traffic analysis attacks, an off-path attacker measures latency fluctua-
tions, without any attacker-controlled code on the target system. Earlier work
used ICMP Echo (i.e., ping) messages [27, 42], while recent works exploited TCP
packet acknowledgments [22] or error responses to connection requests [23].
Network-based Website- and Video-Fingerprinting Attacks. In net-
work-based website- and video-fingerprinting, the attacker directly or indirectly
observes a user’s (encrypted) traffic and matches it against prerecorded traces.
Table 1 shows an overview of prior attacks. Most of them assume strong at-
tackers, e.g., intercepting network traffic or with code execution, resulting in
strong mitigations burying the leaky traffic shape in noise, with significant over-
heads [54]. Only a few assume weaker, fully-remote attackers with only indi-
rect traffic shape observations. Without an attacker-in-the-middle and without
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Table 1. Website- and Video-Fingerprinting Attacks

Goal Side Attacker Victim  Attacks
Channel Position Features
& I 2] -] [34, 33, 9, 21, 67, 76, 64, 63, 90, 31, 70,
79, 80, 8, 6, 17, 40, 75
B 5] - [31, 10]
& B (>} - 46
B s o ] (66, 44, 88]
B s 2] - [69, 30, 18, 74, 29, 44, 88)
B X 08 [74]
& O (5} o) [27, 42] ©
B O o Aa) [23] ©
o). MO (5} o [22] O

& website fingerprinting Bivideo fingerprinting M traffic shape [BSSL/TLS metadata
.‘, available bandwidth ®© response latencies O attacker code @ attacker-in-the-middle
®off-path M privacy-enhancing tunnel Brun JavaScript ®yrespond to unsolicited packets
& download file from attacker Q AckwardDelay-mitigated

attacker code on the victim’s system, these are stealthy and easy to mount,
motivating a lightweight and easily deployable defense tailored towards them.

Website Fingerprinting. Network-based website fingerprinting typically as-
sumes a passive attacker-in-the-middle, able to observe the traffic shape between
benign servers and the victim. Most of them assume a privacy-enhancing tunnel,
as an attacker-in-the-middle can otherwise trivially observe the unencrypted IP
addresses of intercepted traffic. Hintz [34] demonstrated that the sizes of indi-
vidual asset transfers form distinguishable fingerprints. Further works examined
additional features of the traffic shape, e.g., packet sizes [9], the ratio between in-
coming and outgoing packets, the total number of packets, and more [64, 63, 10].
Korczyniski and Duda [46] used unencrypted SSL and TLS metadata. Many
works [33, 90, 31, 70, 8, 79, 80, 67, 75, 6, 17, 40, 76] improved classification, with
state-of-the-art using neural networks (e.g., CNNs). In contrast, the fully remote
website-fingerprinting attacks we mitigate assume an off-path attacker, unable
to directly observe traffic shapes or inspect packet content. Instead, the off-path
attacker observes response latencies, either from the victim system’s responses to
unsolicited packets (ICMP echo requests [27, 42]) or from a TCP download [22].
Video Fingerprinting. Video-fingerprinting attacks exploit that the traffic
patterns from Dynamic Adaptive Video Streaming over HTTP (DASH) also form
fingerprints, allowing an attacker to identify the video streamed [69, 74, 29]. As
with website-fingerprinting, most of them also assume an attacker-in-the-middle,
observing the traffic shape. While some of these also target privacy-enhancing
tunnels [66, 44, 88], multiple attacks have also been demonstrated on regular
connections [69, 30, 18, 74, 29, 44, 88]. The unencrypted IP addresses only
leak the streaming platform, but not the encrypted video the user is watching.
Schuster et al. [74] proposed an off-path attack variant, measuring the available
network bandwidth to an off-path attacker server, with JavaScript code on the
victim system. Attacks relying on attacker-code on the victim could be prevented
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by (selectively) disabling the execution of untrusted code. Again, fully remote
video-fingerprinting attacks from off-path attackers measure latencies from re-
sponses to unsolicited packets (TCP SYNs [23]) or from a TCP download [22].

3 Design of AckwardDelay

In this section, we define the threat model for AckwardDelay, and detail the
design we propose as a new secure default.

Threat Model. We assume the typical fully remote network side-channel threat
model [27, 42, 22, 23] @ to identify a website/video accessed by the victim: The
attacker cannot directly observe the victim’s network traffic from a privileged
position, but the victim maintains a connection (e.g., TCP) with the attacker,
e.g., loading an ad image in a website. The attacker has full knowledge of Ack-
wardDelay and can adapt accordingly (cf. Section 4). Yet, the attacker wants
to avoid any user-noticeable effect, i.e., no suspiciously high activity, as the user
may intervene otherwise. Attacks occupying the full bandwidth are out of scope.
Mitigating such attacks requires intrusive and bilateral traffic shaping, for which
many solutions have been proposed (see Section 8), orthogonal to our threat
model and defense. Finally, we assume the victim runs no attacker code.

3.1 Challenges for Mitigation

We identify six challenges to mitigate fully remote network side channels: C1:
Any connection is a potential attacker, since any connection can perform
a remote latency measurement through a benign data transfer (e.g., resources,
cloud storage, or updates). C2: Every connection is a potential victim, since
it is unknown which connections leak sensitive information, i.e., the existence of
a connection to a specific website may be sensitive already. Modern websites open
many connections to download their assets (e.g., JavaScript libraries, fonts, or
advertisements), any of which may leak that the victim just visited this specific
website. C3: Mitigation is only feasible on the client side, since users only
control their client system. Connecting parties cannot be trusted as they could
one-sidedly not comply and mount an attack without the client’s knowledge.
Furthermore, web servers cannot predict sudden congestion caused by other
traffic, i.e., they cannot prevent the root cause. C4: The client can only
decorrelate side channel (observed latency) and secret (ground truth
latency), since full statistical independence is not feasible: packets already arrive
at the client with a delay depending on the current bandwidth utilization of
the last mile, i.e., side-channel information is already introduced before the
client receives the packet. As we discuss in Section 4, the client cannot undo the
receive delay, it can only add further delays to the response, i.e., increase the
attacker-observed latency. C5: Constant-time latency is infeasible, since the
adaptive attacker chooses when to send packets, i.e., the victim does not know
when the attacker sent a packet and how long it traveled, since an adaptive
adversary can freely choose when to send packets to exploit any weakness in
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Fig. 3. Traces with and without AckwardDelay simulation.

the mitigation. C6: Applications and network performance must remain
largely unaffected, since the mitigation needs to be a secure default given the
ease of mounting such attacks and the current lack of any mitigations.

3.2 Basic Design

Based on the above challenges, we build AckwardDelay in two components
with the goal of decorrelating the timing signal from secrets since a full constant-
time solution is infeasible (C5). The first component of AckwardDelay is a
static response schedule with a fixed response interval length W, significantly
larger than the regular latency and randomly sampled from a Gaussian distri-
bution. AckwardDelay pads all packet responses to the next response interval
boundary. Figure 2 shows the basic principle of this approach. The secret infor-
mation (“no mitigation” trace) is hidden as the attacker-observed latency strictly
follows the saw-tooth pattern generated by the intervals. The attacker-observed
latency is exactly the time between sending the packet and the end of the cur-
rent interval, effectively decorrelating response latency from actual latency. The
attacker cannot predict, but only sees the post-hoc interval lengths. This pre-
vents the attacker from targeting the end of an interval, i.e., curve minima. To
acknowledge multiple TCP packets simultaneously, AckwardDelay uses existing
TCP mechanisms to send as few packets as possible by skipping packet numbers
up to the highest number acknowledged. According to the TCP standard, this
also acknowledges all lower packet numbers.

As visible in Figure 2, the minima of the saw-tooth pattern generated by
the first component still touch the unmitigated trace. Latency peaks that
push up (or exceed) the saw-tooth pattern and the minima at the end of the
intervals still convey the unmitigated ground-truth signal to the attacker, albeit
with a much lower resolution: As all responses are aligned to the next interval



8 S. Gast et al.

2 No mitigation I Fixed 200 ms latency ] Constant Decrease
[ Piece-wise const. Decrease —o— Minima,
200
= 8,000 200
£ 150 £.6,000
‘E 100 E 4,000 2100
3 50 do 2,000
0 0 e — Otb—fooep |
0Os 2s 4s 6s 8s 0s 2s 4s 6s 8s Os 2s 4s 6s 8s
a. Constant b. Constant Decrease c. Piece-wise Decrease

Fig. 4. Under the assumption that no latency spike is above 200 ms, a constant de-
lay mitigation (red) hides all latency variations (blue), i.e., there is zero information
leakage (a). Similarly, a constant decrease mitigation (green) also hides all latency
variations (b), effectively by grouping all packets to be sent into a single bucket. If the
bucket is chosen independent of the secret and large enough to cover all packets, there
is again zero information leakage as it effectively is a constant-time mitigation. Both
(a) and (b) introduce prohibitively high latency overheads. A piece-wise constant de-
crease mitigation (red) groups packets into random-sized buckets, achieving a trade-off
between latency overhead and information leakage (c).

boundary, the attacker can only obtain one timing observation per interval. This
reduces the effective sampling rate to f; = 1/E[W] where E[WW] is the expected
interval length. Instead of thousands of data points for a single website access,
the attacker now has data for e.g., a dozen measurement points only. Even if
the adaptive attacker performs more measurements, the number of minima only
depends on the interval length. Summarizing, the client controls the number of
observed data points per time.

We reduce leakage in these minima with a second component: a delay D,
drawn randomly from Unif (0, Dyax), additionally delays each response. As a
result, shown in Figure 3, the attacker cannot observe precise latencies at the
trace minima anymore. Instead, the attacker-observed latency can be anywhere
between 0 and a full interval length W added on top of the actual latency. As
a result, the curve’s minima do not show correlation with the actual latency in
most points. For a few points, e.g., latency peaks, the minima may still reach a
point where the attacker-observed latency is the actual latency, but compared
to Figure 2, the number of these points is again reduced by orders of magnitude.

We apply the two components of AckwardDelay to every connection to ad-
dress challenges C1 and C2 as we do not know which connections are attackers
and victims. Finally, challenge C6 is addressed by iteratively increasing interval
lengths from a small initial length to the configured secure length. With this
approach, AckwardDelay does not trigger any quality of service mechanisms.

4 From Constant-Time to a Practical Defense

In this section, we motivate Section 3 by an upper bound on leakage.
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Motivation. Timing side channels, particularly in cryptographic algorithms [45],
are eliminated by constant-time implementations. Independent of the secret, the
algorithm terminates after a maximum time known as worst-case execution time
(WCET) [24]. The likewise constant timing of network latencies would elimi-
nate network-based timing side channels, as illustrated in Figure 4a. This naive
approach, however, causes not only high latency overheads, but also assumes
knowledge of the incoming packet latency to add adequate delay for each outgo-
ing packet. As the client has no control over the sender and the transport path,
it cannot reliably know for how long an incoming packet has travelled.
Another constant-time approach are packet delays that decrease by a con-
stant rate of 1. This means that all packets are grouped into a single bucket and
sent at connection termination, see Figure 4b. If the last latency is chosen to be
higher than the maximum latency, this approach is constant-time as all observed
latencies are eventually only a function of the last latency. An attacker observing
the mitigated, green latency curve in Figure 4b can only infer information on the
last point, but not on any other points. While this second approach requires no
knowledge of a target latency, it introduces even higher latency overheads than
the first, potentially even to the point that network protocols may time out [39)].
General Idea for Networking Mitigation. For a practical trade-off between
latencies and leakage, we propose a piece-wise constant decrease mitigation as
illustrated in Figure 4c. Packets are grouped into buckets of random sizes, and
sent after a delay that decreases at a constant rate. While having the advantage
of constant decrease mitigation (no need tor target latency), an attacker can only
infer the minima (i.e., the last packet of the bucket), see the red curve in Fig-
ure 4c. Effectively, this reduces the attacker’s sampling rate to one sample per
bucket. To also avoid leakage in the minima, random noise might be introduced
into the last packet’s delay. The upper bound on leakage for a fully constant-
time defense is clearly zero. For a bucket-based defense, the bound depends on
the specific parameters and approach chosen. Yet, such a bound can often be
mathematically derived [47] as also shown in the following.
Assumptions on Powerful Attacker. To derive an upper bound of leakage,
we assume an overly powerful off-path fully remote attacker. We assume that the
victim’s unmitigated access to websites produces fully deterministic and unique
raw latency traces with perfect alignment. In practice, this is unrealistic, as
network latencies are subject to transport and server-side variations. Instead of
relying on raw and mitigated traces from empirical measurements, we model raw
and mitigated latency traces based on ground-truth latency distributions®. With
the raw latency distribution, we model the set of possible, unmitigated websites
with individual packet latencies identically and independently distributed. Simi-
larly, we model the mitigated websites as traces of identically and independently
distributed latencies, based on the distribution for mitigated latencies.

® Note that the existence of ground-truth distributions is assumed for modeling. For
the computation of actual numbers, we later approximate them based on 9,000 mea-
sured traces. By the law of large numbers, increasing numbers of measurements
would bring us arbitrarily close to the actual distribution.
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The Sets of Raw and Mitigated Traces. We can express raw latency traces
r as vectors r = (rq,...,rr) of length T" where each entry r; represents the
latency of packet i. Likewise, the mitigated trace m = (myq,..., my) represents
the latencies in presence of a defense. The set of all possible mitigated traces
M, for a raw trace r consists of traces of the form m,; = r; + z; where r; is
the raw latency and x; represents the mitigation delay at packet i. The defender
cannot speed up packets, only delay them up to a chosen maximum delay, i.e.,
0 < z; < TmaxVi. Hence, any mitigated latency m, ; for a raw trace r; must be
within these limits, i.e., 7; <my; <1+ Tmax V.

Consequently, the attacker can infer that:

— Any raw trace r (i.e., any website) that violates this condition for any index

1 cannot correspond to the observed trace m.

— Any raw trace r that satisfies this condition for all indices ¢ remains feasible
from the attacker’s perspective.

The set of all raw traces r that remain feasible for an observed mitigated trace
m is called the indistinguishability set. Following from our assumptions, samples
r; and r; for ¢ # j are treated as uncorrelated, i.e., each point adds the full
probability that a trace is eliminated from the indistinguishability set, benefiting
the attacker.® The mitigation randomness z; is sampled from a random variable
X independent of the random variable R representing the unmitigated latencies.
The mitigated latencies are consequently sampled from a distribution M.

The indistinguishability set, quantifying how many raw traces remain feasible
after an observation m, consists of all raw traces that could have produced the
observed mitigated latencies m;: F(m) = {r ER : 7 € [Mi — Tmax, M) Vi}.
Fraction of Feasible Traces. We can quantify how strongly a single (fixed)
observation m constrains the set of possible raw traces. Since we model raw
traces as samples from R, the fraction of feasible traces f(m) is the probability
that any trace R’ ~ R is in the indistinguishability set F'(m):

/
flm) = Pr R € F(m)

= R,E%T [R; € [mi — Tmax, M| Vi} (by definition of F'(m))
T

= 4 y . . /

= i R’E%T [Rz S [mz Tmax mz]] (by 1ndepend_ of Rz)

We can define g(m;) as the probability that a single coordinate R} of a raw trace
R’ is within the feasible interval at position i:
m;
q(m;) = R/E%T (R} € [m; — Tmax, mi]| = Z Pr[R, = x|,
T=M;—Tmax
(in the discrete case)

with f(m) eventually resulting in f(m) = H?:l q(m;).

5 In reality there often are correlations between packet latencies, i.e., not every point
adds the full probability of elimination. However, by assuming independence, we
obtain an upper bound, strictly higher than assuming correlations.
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Fig. 5. Average number of samples T necessary to reduce the indistinguishability set
to 1% for different values of Winax and Dmax (different lines).

Typical Fraction and Asymptotic Leakage. With f(m) known for a fized

mitigated trace, we can analyze the typical fraction of feasible traces for random

mitigated traces m and write the previous equation as log f(m) = Zg;l log g(m;).
Via the law of large numbers, which states

1 s.
7 log f(m) —=— Emm[log g(m)] = Eflog g(ma)],
the typical fraction of feasible traces is approximately
fryp = €xp (T -E [log q(ml)} )

Based on this fi,,, we can compute the number of samples required so that
the attacker can reduce the indistinguishability set to a desired fraction fiarget:
_ 1Og ftarget

E[log q(m1)]
where fiarges is the desired fraction of feasible traces, which could assume values
like 0.5 (attacker can eliminate half of the possible traces) or 0.01 (attacker can
eliminate 99 % of the possible traces).

Figure 5 shows the number of samples T required to eliminate 99 % of the
search space for the recommended window size W and uniform random delay D.
The extremely powerful attacker of our mode requires more than 250 samples to
reduce the indistinguishability set to 1% of its original size. A realistic attacker
requires even more samples as real-world traces are not perfectly aligned and
fully deterministic for every website and every request, encouraging the practical
implementation of our defense.

5 Implementation

We implement AckwardDelay in a simulation and as a Linux kernel module. In
the simulation, we search the best parameter trade-offs between defense strength
and impact on the network delay, which would take many weeks using real-world
measurements. We then evaluate these parameters with our Linux module.

5.1 Implementation of the Simulation

With the simulation, we can select specific properties that simulate ideal condi-
tions for an attacker, and thereby perform a worst-case estimation, with the goal
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Fig. 6. The steps performed to transform a measured trace into a transformed trace
with the mitigation simulated.

to get the fingerprinting accuracy as low as possible with small values for W and
D. We simulate the mitigation on unmitigated traces as follows (cf. Figure 6:
Preparation. First, we split up the recorded round-trip times into its com-
ponents. Loading a website causes only very little upload traffic. Therefore, we
assume a constant upload time component ¢,, = 1ms in our measured round-
trip time. This means that, for every measured round-trip time, the packet was
received by the victim at t,c, = tsend + tRTT — tup-

First Component W. We infer the size of the current interval W,, within
1 and Wiyax using a Gaussian distribution. We select and group all round-trip
times within the current interval. We set all the ¢,.., to the end of the interval.
Second Component D. We select a random delay D between 0 and Dyy,x for
the current interval. The resulting timestamps are exactly when the victim would
send out the acknowledgments t,cksnqg. We ensure that all ¢,cxsnq are within the
next interval W, 11 to guarantee that all ACKs are sent in the correct order.
Final Step. Finally, we simulate sending ACKs by setting the receive time of
the ACKS tockreo = tacksnd + tup. The attacker uses tgimprrT = tackrcv — tsnd as
the simulated round-trip time.

Limitations. Our mitigation adds a delay to packets before sending acknowl-
edgments for them. On an unmitigated trace as a baseline the simulation only
adds delays. Hence, the simulated trace can never have a round-trip time below
the original trace. On a real system, the mitigation is applied to all connections,
which leads to modifications in the overall traffic sent and received by the system.
Therefore, this limitation does not apply to a real system, leading to significantly
stronger decorrelation from unmitigated traces than in our simulation.

5.2 Real-World Implementation in Linux

Our qdisc implementation for the Linux 6.8.0 kernel adds two packet queues:
Qack for ACK and ICMP packets, and Qrast for all other packets. In line with



Client-Side Mitigation of Remote Latency Side-Channel Attacks 13

the default on unmodified Windows clients [86], we disable the TCP Timestamp
option [37] in our proof-of-concept implementation for Linux, preventing leakage
of timing information from package content.

Interval Length. AckwardDelay delays the transmission of ICMP and ACK
packets, based on the parameters interval length Wi« and noise Dy ax. After
opening an interval at timestamp fopen_int, the qdisc computes the duration of

the interval by randomly drawing W ~ N (%, (%)2) and adding it to

topen_int- Thus, the end of the interval is scheduled for tcose_int = topen_int +
W. Finally, the qdisc computes tsendg ack to send all the packets in Qack as
tsend-ack = telose_int + D7 with D ~ Unif (07 Dmax)~

Enqueuing. Packets ready to be sent are assigned to the corresponding queue.
ICMP responses and TCP acknowledgment packets without payload (confirming
the receipt of data) are enqueued in Qack. Packets that are neither ICMP
packets nor TCP packets, and packets containing a payload are considered to be
non-sensitive information by AckwardDelay and enqueued in Qgagr. In TCP,
an acknowledgment of sequence number N + 1 means that all bytes up to IV
have been correctly received [39]. Thus, whenever a new acknowledgment packet
is added to Qack, all acknowledgment packets with a lower sequence number
on the same connection, i.e., matching destination IP and port, are considered
obsolete, removed from the queue, and never sent. New packets on the same
connection with the same acknowledgment number as another packet in the
queue are enqueued for the fast retransmit algorithm [60].

Dequeuing. The qdisc accumulates acknowledgment and ICMP packets into
Qack over the interval. Once the interval closes, it dequeues all of them at
tsend_ack- The packets from QpasT are not tied to the intervals and are sent
in a FIFO fashion whenever there are no acknowledgment packets to be sent.
Qack has a higher priority than Qpast. Only after Qack has been emptied,
AckwardDelay resumes sending packets from Qgasr.

Finishing TCP Slow Start. For new connections, TCP assesses the available
network bandwidth using the slow start algorithm [60]. If AckwardDelay is ap-
plied as soon as a new connection starts, the server increases its send rate slower
due to the delayed delivery of the acknowledgment packets. Consequently, the
maximum download throughput is reached later, with a more pronounced effect
for larger interval lengths Wi,,.x. Thus, for new TCP connections, AckwardDelay
uses an optional dynamic interval whose length gradually increases from 0 ms to
Wnax ms. The full level of protection is reached within < 400 ms, which is too
fast to mount any realistic attacks. As we show in Section 7 (cf. Figure 10), with
this technique, AckwardDelay reaches the maximum throughput as quickly as
an unmitigated TCP connection.

6 Security Evaluation

In this section, we evaluate AckwardDelay in a simulation and with our real-
world implementation. We also show that the leakage previously visible in the
latency distribution is buried in the latency distribution with AckwardDelay.
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Fig. 7. Website- (a, b) and video-fingerprinting (¢, d) maximum accuracy for 10 web-
sites and videos with 150 simulated traces with Dmax or Wihax varied according to x
axis, other value fixed. Dmax and Wiax should be >175ms, while the other can be
smaller, e.g., around 25 ms to 50 ms, for the accuracy to drop to random guessing.

Parameter Finding using our Simulation. High parameters result in
stronger decorrelation from the secret ground truth but result in lower per-
formance (as shown in Section 7). Hence, we search parameters with a good
security-performance trade-off. For this purpose, we generate 150 mitigated (in-
herently randomized) traces for 10 websites and videos, based on a single un-
mitigated trace per website or video, for different combinations Wy, and Dpax
(cf. Figure 7). This creates a best-case scenario for the attacker: The secret
ground truth is expected to always be the same, which is not the case in reality
as multiple measurements of the same website or video yield different traces [22].
Thus, any differences between simulated traces for a website or video are only
from AckwardDelay. Like Gast et al. [22], we process the traces with an STFT
and CNN, and report the maximum accuracy obtained, as shown in Figure 7.
Reducing the attack accuracy to 10 % (1 in 10) is equivalent to random guessing.

For both website- and video-fingerprinting, we find values of Wi, around
180 ms to be sufficient to drop the accuracy to random guessing. With Dy, .y of
50 ms, the accuracy drops to random guessing slightly earlier. We can also see
that for Dpa.x, without the interval mechanism, the accuracy essentially does
not drop (cf. the blue line in Figure 7b). We use these parameters as guidelines
for the following real-world evaluation.

Real-World Security Evaluation. We evaluate the security of our real-world
implementation against the TCP-based website- and video-fingerprinting attacks
presented by Gast et al. [22]. We record traces with different combinations of
the parameters Wy, and Dy.x and train a classifier on them, similar as in the
simulation described before.

We collect the traces with a client on a 50 Mbit/s ADSL connection, and a
remote TCP server. The server offers a large file to download over HTTP, sending
TCP packets with a constant rate and measuring the latencies. The client has
AckwardDelay enabled with the chosen parameters and starts downloading the
file from the TCP server. After 2 seconds, the client opens the website or video to
test. For the entire duration of the download, the client sends acknowledgment
packets to the server according to the ACK interval mechanism specified above.
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Fig. 8. Distribution of latencies in the real-world measurement. Without AckwardDe-
lay, the distributions are clearly distinguishable, with AckwardDelay, they fully overlap.
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Fig. 9. Maximum accuracy of our model over Wy,ax with 100 traces each. Ackward-
Delay quickly reduces the accuracy to random guessing in both cases.

Additionally, we investigate the latency distribution with and without Ack-
wardDelay (cf. Figure 8). We observe that the latency without AckwardDelay
has distinctive visual features with and without a video played. With Ackward-
Delay, these features are buried in the overall latency distribution.

To evaluate against website fingerprinting, we use the Alexa top 10 web-
sites [3] with a download duration of 10s and a server sampling rate of 0.2 ms.
We perform 100 measurements per unique parameter set and website. For video
fingerprinting, we use 10 random YouTube videos trending in the USA between
October 2022 and September 2023 with at least 70 million views. We play the
videos in 1080p resolution and measure latencies for 90 s with a server sampling
rate of 50 ms and 100 measurements per unique parameter set and video.

Like with the simulation, we apply an STFT and a CNN to our real-world
measurements. We observe similar behavior for website and video fingerprinting:
The accuracy drops to random guessing, i.e., F} = 10 %, with Wy, >= 200 ms
(cf. Figure 9). Noteworthy, adding more websites would reduce the accuracy
further, i.e., for top 100 or top 1000 website fingerprinting it would drop even
earlier and reduce to random guessing as well.

Additionally, we evaluated AckwardDelay against ICMP-based attacks [27,

42], see Appendix A. We conclude that with reasonable parameters, Ackward-
Delay mitigates real-world attacks based TCP ACK or ICMP message timings.
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Fig. 10. The download transfer rate with and without AckwardDelay and multiple
maximum intervals Wiax. Without the dynamic interval lengths, the TCP slow-start
mechanism has a longer ramp-up time. With dynamic interval lengths in AckwardDe-
lay, there is no significant performance difference to an unmitigated connection.

7 Performance Evaluation of AckwardDelay

We evaluate the performance of our real-world AckwardDelay implementation
using the same 50 Mbit/s connection as in Section 6. We evaluate its effects on
TCP slow-start with and without dynamic intervals. We then study the perfor-
mance impact of AckwardDelay observing only little performance loss.
Interaction with TCP Slow-Start. Delaying acknowledgment packets can
have unintended side effects on the TCP slow-start mechanism, resulting in
lower transfer rates on freshly established connections. We investigate the ex-
tent of this effect and show that it can be overcome with dynamically increasing
interval lengths for new connections, as described in Section 5.2. For this, we first
measure the download transfer rate over time with AckwardDelay enabled, with-
out dynamic interval lengths implemented. As Figure 10 shows, the transfer rate
requires significantly more time to reach the maximum. This effect is stronger for
larger Wi,ax values. Secondly, we repeat the measurement with dynamic interval
lengths. Figure 10 shows that dynamic intervals thwart this performance effect,
i.e., no significant overhead to an unmitigated connection. Instead, even with
a large Winax up to 500 ms, the fresh connection quickly finishes the slow-start
phase within 100 ms, matching the behavior without AckwardDelay.

Finally, we measure the download transfer rate for a 1 GiB file from a remote
web host. Without AckwardDelay, we measure a transfer rate of 5.84 MB/s.
With AckwardDelay and Wy, = 200ms, Dy, = 25 ms, we measure a transfer
rate of 5.81 MB/s, resulting in a negligible performance loss of only 0.51 %.
Website Loading Speed Evaluation. We evaluate the loading speed of the
top 25 websites from the Alexa top 1 million list [3] with and without Ackward-
Delay, on the same 50 Mbit/s ADSL connection as before. We evaluate 5 different
configurations: one without mitigation and 4 configurations with different com-
binations of Wi.x and Dyax for the mitigation. We repeat the measurements for
a total of 100 iterations, automated with Firefox Selenium WebDriver. For each
iteration and website we initially load the website once without mitigation and
discard the measurements, to avoid influences from e.g., server-side caching. We
then load the same website again 5 times, i.e., once per configuration, and store
the loading time. For each iteration and website, we randomize the order of the
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configurations to avoid bias from order-dependent effects. Furthermore, we clear
the browser cache before each website load, avoiding any bias from browser-level
caching. To evaluate the performance loss caused by AckwardDelay, we compute
the mean loading speed of each website over all iterations for each configuration.
Measurements that are further than 2 times the standard deviation from the
mean are removed as outliers. Then, we recompute the mean, and determine
the percentage difference for each website from the baseline, i.e., without miti-
gation. Finally, for each configuration, we compute the mean performance loss
after removing outliers. We get a performance loss of 0.50 %, 1.26 %, 4.97 %, and
5.55 % for Winax € [0ms, 100 ms, 150 ms, 200 ms| respectively.

8 Related Work and Discussion

Mitigations against On-Path Attacks. Mitigating on-path attacks is more
far-reaching than the mere modification of latencies. Traffic shaping changes
the traffic’s appearance, including packet lengths, timings, and the number of
packets, to evade the attacker’s classifiers. Panchenko et al. [64] and Luo et al.
[52] use readily available capabilities (download of additional data, protocol fea-
tures). Relying on a database of pre-captured traffic, the traffic shape is modified
in a way to mimic the appearance of other traffic [93, 61, 89, 91, 2, 58, 65]. Zhang
et al. [94] proposes adversarial machine learning- and differential privacy-based
approaches to cause misclassification. Shen et al. [77] and Gong et al. [26] aim
to evade correct classification by using k-anonymity and generative adversarial
networks. Most approaches, however, make traffic look uniform and indistin-
guishable for the attacker. Liberatore and Levine [50] apply static per-packet
padding. BuFlo and its extensions [19, 12, 13] send fixed-length packets at fixed
intervals, DynaFlow [51] fixed burst patterns with dynamic intervals. To dis-
rupt traffic shapes, Juarez et al. [41] use adaptive padding, Abusnaina et al.
[1] the adversarial learning-based Deep Fingerprinting Defender (DFD), Gong
and Wang [25] front obfuscation and trace gluing, and Holland and Hopper [35]
traffic surging with successive decay. Pacer [55] introduces cloaked tunnels, and
NetShaper [73] provides differential privacy-based traffic shaping. Hasselquist
et al. [30] transfer front obfuscation [25] and RegulaTor [35] to video fingerprint-
ing scenarios, introducing Scrambler, forming constant-rate bursts with random
trail padding. On-path attacks are also mitigated by demultiplexing over multi-
ple paths, e.g., distributing traffic over multiple entry relays or Tor paths[11], or
over multiple Internet connections in multi-homed networks [32].
Mitigation Position. In Table 2, there are two approaches [43, 55] against
remote traffic analysis by off-path attackers, one of which is specific to cloud com-
puting [55]. As an attacker-in-the-middle scenario has stronger attacker capabil-
ities, traffic shaping is also a viable mitigation, albeit with high overheads [54].
Conversely, multipath routing removes an attacker’s sight on the traffic, but does
not mitigate off-path attackers.

Unilateral, client-side mitigations, fully under user control, are prefer-
able over solutions involving other parties. Multiple mitigations in this space [64,
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52, 94], however, offer only limited protection (or again high overhead) [19, 14,
30]. The solution of Kadloor et al. [43] controls the last-hop router, which may
not always be the case. Many non-unilateral approaches target privacy-enhancing
tunnels like Tor. These mitigate remote traffic analysis, but their limited re-
sources do not allow routing of all Internet traffic. To summarize, remote traffic
analysis does not require an attacker at a privileged position and is thus more
practical. However, no unilateral client-side defenses are tailored to this.
AckwardDelay with Other Protocols. As a purely client-side defense with
only little overhead, AckwardDelay is effective against state-of-the-art fully-re-
mote website- and video-fingerprinting attacks. With less than 1000 lines of
code for our Linux proof-of-concept, AckwardDelay can easily be adapted to
other operating systems and request-and-response protocols. While we focused
on TCP (and additionally evaluated on ICMP, cf. Appendix A), AckwardDelay
could also be applied to e.g., the acknowledgment mechanism of QUIC [38].
AckwardDelay Limitations. We designed AckwardDelay specifically against
fully remote latency side-channel attacks, which neither rely on malicious code
execution nor on an attacker in the middle. Network side channels with stronger
attackers might require more heavyweight, multilateral defenses [13, 51, 25, 73].
Finally, AckwardDelay might be detrimental for purposes with low-latency re-
quirements like gaming or video conferencing. For connections to trusted servers
with those requirements, AckwardDelay can be selectively disabled.

9 Conclusion

AckwardDelay is a lightweight unilateral client-side mitigation that should be
deployed as a secure default in many systems and applications. We computed
upper leakage bounds, showing that even in an extremely powerful attack sce-
nario, an attacker requires more than 250 samples to reduce the search space
below 1% with our recommended parameters. In practice, we observe that the
attacker’s accuracy in website- and video-fingerprinting attacks is reduced to
random guessing. Our mitigation, AckwardDelay, incurs practically no band-
width reduction and only increases website loading times by 5.55 %. This makes
AckwardDelay a practical mitigation against fully remote traffic analysis attacks.
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Table 2. Overview of network side-channel mitigations

Technique ~Mitigation Concept Victim Intended Unilateral
Scenario Defense
Scheduling Kadloor et al. [43] Accumulate-and-serve scheduling end user ® ©
Panchenko et al. [64] Download of additional websites end user’ ] °
Luo et al. [52] HTTP(S) obfuscation end user ) e
Al-Naami et al. 2] Bidirectional traffic parameter morphing (Bimorphing) end user” 2] <]
Nasr et al. [58] Adversarial learning-based traffic shaping (Blanket) generic ) ¢}
Nithyanand et al. [61] Traffic shaping per website cluster end user! 2} [e]
Rahman et al. [65] Adversarial learning-based burst molding (Mockingbird) end user’ [} o
Wang et al. [89] Supersequence per anonymity set end user’ o [e]
Wang and Goldberg [91] ~ Half-duplex communication end user’ ] ¢}
Traffic Wright et al. [93) Traffic parameter morphing generic ) o
Shape Mod- Zhang et al. [94] Adversarial machine learning causing misclassification end users ) °
ification  Zhang et al. [94] Differential privacy-based traffic ing causing misclassification end users o °
Gong et al. [26] Traffic pattern adjustment by generative adversarial networks (Surakav) end user! ) o
Shen et al. [77] Traffic cluster anonymization based on } ity (Palette) end user’ [} o
Liberatore and Levine [50] Packet padding to uniform sizes end user’ ] o
Cai et al. [12] Congestion-sensitive and rate-adaptive BuFlo (CS-BuFLO) end user’ ] o
Cai et al. [13] Provably secure variant of BuFlo (Tamaraw) end user’ o o
Dyer et al. [19] Fixed-length packets at fixed intervals (BuFlo) end user! [} o
Lu et al. [51] Fixed-burst patterns at dynamic intervals end user’ ) ¢}
Juarez et al. [41] Addition of dummy packets end user’ ] o
Abusnaina et al. [1] Adversarial learning-based addition of dummy packets per burst (DFD) end user’ [} o
Gong and Wang [25] Dummy packets for trace front obfuscation (FRONT) and trace gluing (GLUE) end user ] o
Holland and Hopper [35] Traffic surging with successive decay (RegulaTor) end user’ [} o
Hasselquist et al. [30]  Repeated trace front obfuscation (Adapted FRONT) end user 2] o
Hasselquist et al. [30]  Adapted RegulaTor against video fingerprinting end user [} o
Hasselquist et al. [30]  Constant-rate bursts with random trail padding (Scrambler) end user ) ¢}
Mehta et al. [55] Hypervisor-based packet shaping (cloaked tunnel) virtual machine @ o
Sabzi et al. [73] Differential privacy-based traffic shaping generic [} o
Multipagh D¢ 1a Cadena et al. [11] - Demultiplexing over Tor entry relays end nscr: [} ¢}
Routing D¢ 1a Cadena et al. [11] - Demultiplexing over Tor paths end user [} °
Henri et al. [32] Demultiplexing by multi-homing end user! 2] ©
! with privacy-enhancing tunnel, 2 with or without privacy-enhancing tunnel, @ attacker-

controlled code, @ attacker-in-the-middle, @ off-path

A Real-World Security Evaluation with ICMP Echo
Attack

Numerous mitigations (cf. Table 2) tackle network side channels on lower proto-
col levels, whereas we focus on unilateral, client-side mitigations on the transport
layer. Consequently, AckwardDelay has to be adapted for different protocols. For
instance, instead of measuring latencies with TCP ACKs, Gong et al. [27] and
Kadloor et al. [42] pinged the victim’s gateway (i.e., home router) with ICMP
Echo Requests. While gateways usually disable ICMP Echo replies for hardening,
we show that AckwardDelay can also mitigate leakage from ICMP messages in
the following. By design, AckwardDelay prevents precise latency measurements
with ICMP Echo messages, yet it still allows for basic reachability tests.

In contrast to TCP ACKs, ICMP Echo replies are sent by the gateway di-
rectly, without any involvement of the client computer behind. Consequently, to
mitigate ICMP-based attacks, AckwardDelay has to run on the gateway. To sim-
ulate such a setup, we construct a GRE tunnel [59] between the attacker sending
ICMP Echo requests and the victim client. This prevents the victim’s gateway
from answering the ICMP Echo requests and ensures that these are forwarded
to the client. The client is configured to reply to ICMP Echo Requests, without
rate limits. Other traffic, caused by the victim’s website accesses, is not routed
through the tunnel.

Similar to Section 6, we perform a website fingerprinting attack, using the
same 50 Mbit/s ADSL connection and the same 10websites as before. While
the websites are loading, the attacker measures packet latencies, sending ICMP
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Echo requests to the client through the tunnel and recording the resulting traces.
We again record 100 traces per website, using a download duration of 10s and
a sample rate of 0.2ms. Without AckwardDelay, we achieve a high baseline
accuracy of 98.5%. With AckwardDelay and Wiax = 200ms, Dyax = 25m/s,
we again only achieve the random-guessing accuracy of 10 %.

However, in contrast to TCP, the client has to reply to each single ICMP
message separately and cannot send cumulative single responses. With larger
response intervals or higher attacker sample rates, this can yield a significant
backlog of ICMP echo replies being released as a burst at the end of the re-
sponse interval, potentially overwhelming the connection and resulting in packet
loss. In particular, on the tested connection, for Wi, € [100, 200, 300], we ob-
served a packet loss of 0.04 %, 16.46 % and 37.14 %, respectively. Thus, to prevent
excessive bursts and potential information leakage from packet-loss patterns, we
recommend rate-limiting outgoing ICMP packets in addition to AckwardDelay.
Many routers already rate-limit certain ICMP packets [68]. Recent work [23]
has shown that even traces rate-limited to 1Hz by the home gateway carry
enough information to perform video fingerprinting attacks. Yet, AckwardDelay
combined with rate limiting eliminates the packet bursts and thus behaves sim-
ilar to the TCP scenario, minimizing timing leakage from the remaining ICMP
messages.
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