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About me
Jonas Juffinger
PhD Student at IAIK – TU Graz
Hardware Fault Attacks from Software
Microarchitectural Security
Side Channels
Secure and Energy Efficient Computing
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UNSOLVED
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Rowhammer

while (1)
{
  *aggressor1;
  *aggressor2;
  clflush(aggressor1);
  clflush(aggressor2);
}

http://www.jonasjuffinger.com/
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Demo Video

https://youtu.be/TJJxhcKyM-w?t=844

http://www.jonasjuffinger.com/
https://youtu.be/TJJxhcKyM-w?t=844
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ATTACKS

Privilege Escalation
Browser Sandbox Escape
Virtual Machine Escape
Over the Network
Read Cryptographic Keys
Build Kernel Spectre Gadgets
...

http://www.jonasjuffinger.com/
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MITIGATIONS

ECC / Chipkill
Detection in Software
Physical Isolation
Additional Refreshes
Improved Physical Cell Layout
...

http://www.jonasjuffinger.com/
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Mitigations Focus on 
the Characteristics of 

Rowhammer
Characteristics

http://www.jonasjuffinger.com/
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Characteristics

Infrequent Distance 1Infrequent Distance 1Detectable
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These
Characteristics
are incomplete
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Half-Double Rowhammer

while (1)
{
  *aggressor1;
  *aggressor2;
  clflush(aggressor1);
  clflush(aggressor2);
}
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Half-Double Rowhammer

while (1)
{
  *aggressor1;
  *aggressor2;
  clflush(aggressor1);
  clflush(aggressor2);
}

TRR

TRR

TRR
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Half-Double Rowhammer

while (1)
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We have to rethink 
Rowhammer mitigations
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Generic approach to 
data integrity

protection
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CSI:Rowhammer
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Integrity Information
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Compute Message Authentication 
Code (MAC)

QKPA2 QKPA3QKPhys Addr1 QKPA4

M1 M2 M3

M4

MAC

64 64 64

56

5 ns
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Bit Flip Correction

http://www.jonasjuffinger.com/
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Bit Flip 
Correction

MACs cannot correct bit flips
Brute force
Help from parity bits

http://www.jonasjuffinger.com/
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Correction in Hardware
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Correction in Hardware

QKPA2 QKPA3QKPhys Addr1 QKPA4
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Correction in Hardware
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Corruption 
Exception

Similar to page fault
Physical address of affected 
memory location
No dependency on page 
tables

http://www.jonasjuffinger.com/
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Correction 
as a 

Search

Brute force all possible flips
As fast as possible
As small as possible

http://www.jonasjuffinger.com/
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Software can be smarter

http://www.jonasjuffinger.com/
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Application Binaries
Shared Libraries
Memory Mapped Files
Page Cache
Kernel Itself

http://www.jonasjuffinger.com/
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Page 
Tables

Virtual Memory Physical Memory
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Page 
Tables

Virtual Memory Physical Memory
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Page 
Tables

Virtual Memory Physical Memory
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PT-Guard

http://www.jonasjuffinger.com/
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The MAC can also flip

http://www.jonasjuffinger.com/
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The MAC can also flip
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MAC 
Corruption

Approximate Equality:
Comp. MAC:  0101001...
DRAM MAC:   0111001...

http://www.jonasjuffinger.com/
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Approximate 
Equality

SDC once per 109 billion years
Rowhammer second preimage 
after one year: 10-4 %

log2∑
k=0

3

(56k )
MAC strength :56bit→41.2bit

http://www.jonasjuffinger.com/
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CPU 
Instructions

csi_mac  
Compute MAC
csi_load 
Load based on physical address
csi_xchg 
Write if unchanged in DRAM

http://www.jonasjuffinger.com/
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On-die SRAM like CPU caches
0x4000 bytes large
   IDT, GDT
   Exception handler
   Correction as a search code

Secure 
Memory

http://www.jonasjuffinger.com/
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Implemented in gem5 and 
Linux kernel
System not under attack

Performance 
Evaluation
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CSI:Rowhammer – www.jonasjuffinger.com 57

http://www.jonasjuffinger.com/


CSI:Rowhammer – www.jonasjuffinger.com 58

Nesting Detection
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Exception 
Handler
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Exception 
Handler
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as a SearchO
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Correction
Advanced 
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Corruption Exception

 ⚠ Nesting!
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Exception 
Handler

Correction 
as a SearchO

S Advanced 
Correction
Advanced 
Correction  ⚠ Nesting!
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corruption_exception_handler(corruption_address)
{
  if (nested_bit_set())
  {
    enable_interrupts();
    error_correction_as_a_search(corruption_address);
  }
  else
  {
    set_nested_bit();
    enable_interrupts();
    advanced_error_correction(corruption_address);
    clear_nested_bit();
  }
}

http://www.jonasjuffinger.com/
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Nested Bit
  Per Process
  In Register
High bit in CR3 register

Nesting 
Detection

Unused Base of PML4T PCID

http://www.jonasjuffinger.com/
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Very Advanced Correction
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They say AI can do 
everything
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Hardware 
Acceleration

Ice Lake SP Xeon Server die size: 
628 mm2

Fits roughly 500 000 QARMA blocks
8 flips correction: 5.44 h → 40 ms
Single correction node in 
datacenter

http://www.jonasjuffinger.com/
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VM support
    With and without guest
Memory encryption
Hardware correction of stuck 
bits
Race conditions resistance

There’s 
more

http://www.jonasjuffinger.com/
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Keeping the Promise

http://www.jonasjuffinger.com/
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Rowpress
while (1)
{
  *aggressor[0];
  *aggressor[1];
  *aggressor[2];
  ...
  clflush(aggressor[0]);
  clflush(aggressor[1]);
  clflush(aggressor[2]);
  ...
}

Luo et al.

http://www.jonasjuffinger.com/
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Rowpress
Not Rowhammer
Defeats many Mitigations
Detected by CSI:Rowhammer

http://www.jonasjuffinger.com/
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CSI:Rowhammer
Cryptographic Security and Integrity 

against Rowhammer
Jonas Juffinger, Lukas Lamster, Andreas Kogler, Moritz Lipp, Maria Eichlseder, Daniel Gruss

 📧 jonas.juffinger@iaik.tugraz.at – @notimaginary_ –  🐦 🌐 www.jonasjuffinger.com

PoC: https://github.com/IAIK/CSIRowhammer

http://www.jonasjuffinger.com/
mailto:jonas.juffinger@iaik.tugraz.at
http://www.jonasjuffinger.com/
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Additional Slides
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Stack 
Protection

user

space
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some data

stackpointer

read
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Stack 
Protection
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space
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FAULT ⚡

 👉 stackpointer
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Stack 
Protection
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some data

register

register
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register
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Stack 
Protection

user

space

stack

FAULT ⚡

some data

 ⚠ register

 ⚠ register

register

register

register
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Stack 
Protection

user

space

stack

FAULT ⚡

 👉 stackpointer

kernel entry

kernel entry

+64 byte
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Stack 
Protection

user
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stack

FAULT ⚡

 👉 stackpointer

register
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