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Daniel starts. Then Jonas: I think today you will hear two very different visions for computer security. One that is focused on the future and the other that is focused on the past. And a vision of that includes having a plan






Daniel: A plan for security? A plan to destroy performance. A plan to waste endless amounts of energy. We're a failing community.
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where are we with energy? around 25 percent by 2030. exponential growth we cannot afford


0.09%





2018: 7 percent. less than 2 percent of GHG. naive computation: Meltdown patch in 2018: +0.09 percent in GHG.... in 2030? Meltdown-grade patch?


0.40%





2030. A SINGLE PATCH. that's not sustainable.


e -~
Moore' ]dw descrlbes the empmcul regularity that the numbel of transistors on mtegmted circuits doubles apploxlmmely every two years.
This advancement is important as other aspects of technological progress — such as processing speed or the price of electronic products — are
linked to Moore's law.
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Data source: Wikipedia (https://en.wikipedia.org/wiki/Transistor_count)
The data visualization is available at OurWorldinData.org. There you find more visualizations and research on this topic. Licensed under CC-BY-SA by the author Max Roser.




there's Moore's law. People don't want security. They want performance. OpenSSL just opened their implementation again and let millions of side channels back in.


Why is Rowhammer still not solved?





Daniel: that's from 2014... Jonas started talking about security, he's going to do all these wonderful things. Why hasn't he done it? He's been there for 3 years?
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Jonas: I'm going to discuss every one – at least every point that you've made.
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Jonas: I'm going to discuss every one – at least every point that you've made.
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Jonas: I'm going to discuss every one – at least every point that you've made.


#1 - Single-sided hammering
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#1 - Single-sided hammering
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#2 - Double-sided hammering
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#2 - Double-sided hammering
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#3 - One-location hammering
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Common misunderstandings...
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SEC DED, word size matters, DDR4: 1 bit in 64 bits, DDR5: 1 bit in 32 bits... Rowhammer: sometimes way more bit flips; Also mobile vendors (NEXT SLIDE)


Common misunderstandings...
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SEC DED, word size matters, DDR4: 1 bit in 64 bits, DDR5: 1 bit in 32 bits... Rowhammer: sometimes way more bit flips; Also mobile vendors (NEXT SLIDE)


Common misunderstandings...

. create bad incentives.

’k o A “bit" more reliability
e Why not ECC everywhere?

— What incentives does it create?

Mobile vendors since 2018: let's add ECC by default
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SEC DED, word size matters, DDR4: 1 bit in 64 bits, DDR5: 1 bit in 32 bits... Rowhammer: sometimes way more bit flips; Also mobile vendors (NEXT SLIDE)
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Optimizing systems...
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Normal usage, no adversary
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Normal usage, no adversary
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e we assume what is still reliable
e we don't change the game at all

— one flip too much is still all what it needs
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Normal usage, no adversary


Optimizing systems...

3

Fundamental problem:

we assume what is still reliable
we don't change the game at all
one flip too much is still all what it needs

attacker does not care whether that “one flip too much” is with
or without ECC
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Normal usage, no adversary
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Jonas: And that is why I imagine and have actually a plan to build what I call an security for efficiency.
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Jonas: And that is why I imagine and have actually a plan to build what I call an security for efficiency.
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Jonas: And that is why I imagine and have actually a plan to build what I call an security for efficiency.


Security for Efficiency?




Daniel: if that works, I'll be eating cats...
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Jonas: I am actually the only person on this stage who has a plan that is about solving security and efficiency issues


New Solution

o Increasing DRAM energy efficiency and performance increases
‘ s bit flips
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Jonas: I am actually the only person on this stage who has a plan that is about solving security and efficiency issues


New Solution

Increasing DRAM energy efficiency and performance increases
bit flips

)

Bit flips worsen system security

If bit flips would only degrade performance but no security

\

We could optimize for the sweet spot of energy efficiency and
performance without security implications
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Jonas: I am actually the only person on this stage who has a plan that is about solving security and efficiency issues









Principled Cryptographic Security and Integrity

Make bit flips degrade performance without impacting security
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Principled Cryptographic Security and Integrity

Make bit flips degrade performance without impacting security

TQQ e Cryptographic MAC
e Detect any number of bit flips

e Correction by brute-force search for correct data
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CSIl:Rowhammer Correction Duration

# Errors # MAC Comp. Avg Duration

1 17 11ns
2 771 3.68 s
3 33800 124 ps
4 1.51 x 10° 6.65 ms
5 6.91 x 107 261 ms
6 3.07 x 10° 12.8s
7 1.21 x 1011 9.11 min
8 5.72 x 1012 6.11h

Daniel Gruss, Jonas Juffinger — Graz University of Technology




Implemented brute force search algorithm. Ran it on real systems and computed the time the MAC computations take.  correct 5 bit flips in 256-bit data block in less than one second


CSIl:Rowhammer Security Guarantees
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CSIl:Rowhammer Security Guarantees

n e Silent data corruption less than once per 10° billion years
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CSIl:Rowhammer Security Guarantees

n e Silent data corruption less than once per 10° billion years
e Second preimage after hammering for one year: 9.75- 107> %

e Erroneous correction of 8-bit errors: 0.0161 %
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CSIl:Rowhammer Performance

On average less than 0.75 % overhead

| | | |
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Worst case 4.24%, 0.75% on average


Overclocking



Undervolting



System Information

* Al Controls
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4

Active Core 2
2 Active Cores a2x
3 Active Cores a2x
4 Active Cores a2x
Turbo Boost Power Max 1050000 W
Turbo Boost Short Power Max X
Turbo Boost Short Power Max. Enable
Turbo Boost Power Time Wind. ...0,00097656S..
Core Current Limit 300000A
Additional Turbo Voltage 0,00000 mv

Graphics

essor Graphics Current Li.. 300000A 300000 A
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[JForce Reboot
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faster AND more efficient, i've had 20-40 percent extra battery runtime most of the last decade


WASTE40% ENERGY2





but what about security??


PLUNDER
VO T




and plundervolt?


Will it fault?

uint64_t multiplier = 0x1122334455667788;
uint64_t correct

Oxdeadbeef * multiplier;

uint64_t var Oxdeadbeef * multiplier;

while (var == correct)
{

var = Oxdeadbeef * multiplier;
}

uint64_t flipped_bits = var ~ correct;
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Yes, that's a problem. but.... -250mV at 750mV... why do we have a 50 percent margin there???


0.55

0.5

0.5

——Base voltage
——Voltage for first fault .

0.7 0.9 1.1 1.3 1.5 1.7 1.9 2.1
Frequency (GHz)




not 50 percent on all frequencies, but quite a margin.... why do we not optimize this more? People in the audience might say: come on that's obvious... variations across devices, variations across environments, devices really must work reliably..... but can't we question that what we do is the best choice?


Can we make this secure?



Performance Improvement and Power Savings (as a graph)
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Performance Improvement and Power Savings

CPU Ve Score  Power Freq. Energy Eff.
—70mV +6.0% —-01% +85% +6.1%

i5-1035G1
' —97TmV 479% —05% +12% 18.4%
ooonok  ~TOMV 422% —72% +2.6% 110%
—o7TmV  +3.8% ["Z16% 433% 123%
Jooxx T OmVo +14%  —9.8%  +1.8% +12%
—97TmV +19% —15% +1.8% 120%

Daniel Gruss, Jonas Juffinger — Graz University of Technology



27|

Problem: Reliability Issues
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CPU Supply Voltage

Conservative Voltage// Instr. Var.| Aging |T.
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CPU Supply Voltage

Up to a 150 mV variation in instruction voltage requirement.
/—/H

Conservative Voltage// Instr. Var. | Aging | T.
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Some Instruction Produce Faulty Results
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Disable Opcode MSRs - kind of like a sandbox, or jail, or prison.
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Disable Opcode MSRs - kind of like a sandbox, or jail, or prison.



Operating Strategy: Now he wants to do tansformative operations on illegal instructions who are in prison.
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Operating Strategy: Now he wants to do tansformative operations on illegal instructions who are in prison.
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Operating Strategy
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Operating Strategy
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fV Operating Strategy
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fV Operating Strategy
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Increase IMUL Latency
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Increase IMUL Latency

CPU
0 fns (St CPU Frontend
perating vystem Disabled Opcode
% Exception Check
Disabled Opcode E Disable Opcode Opcode
Exception Handler C% MSR Not |Disabled
()
% DVFS CPU Backend
0
. S lswiteh Control Increase
Operating Strategy Curve MSRs IMUL latency

Daniel Gruss, Jonas Juffinger — Graz University of Technology



Voltage Change Delay
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Frequency Change Delay

20 repetitions

Core Freq

Duration (us)

Daniel Gruss, Jonas Juffinger — Graz University of Technology



Performance Improvement and Power Savings
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Increasing the IMUL Latency

. 46.63| | = ]

< [ ]

S 6.13 -

S 160 .

5

_g 0.31 |

o

) —e— Geomean —=— 525.x264 _r
0.03 ¢ | | | |

4 5 6 15 30
IMUL Latency in Clock Cycles

Daniel Gruss, Jonas Juffinger — Graz University of Technology



SPEC CPU2017 Results
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More Results

70mV Undervolt 97 mV Undervolt
. o g o6k SO a0 g o6k SO
V= B s N L " A o TS
Pwr —562% —7.05% —7.05% -7.05% —355% —3.88% —975% -109% -121% -148% -581% —6.30%

Ay fV Perf. =025% —131% -131% +2.97% [4050% —0:39% +080% +135% 0.06% +3.45% [F+1.20% +0:18%
Eff. +570% +6.18% +6.18% +10.8% +4.20% +3.63% +11.7% +137% +138% +21.4% [ +7.44% +6.92%

Pwr —462% —011% —6.92% —741% —-097% —1.00% —887% —867% —131% —-162% —-157% —1.57%
Ay fV Perf. —3.93% | —004% -787% +1.82% —026% —0.58% —358% —347% —725% +1.84% —0.14% —0.53%
Eff. +072% 0.07% -1.01% +9.97% +0.72% +0.43% +5.80% +5.70% +6.70% [F2116% +1.45% +1.05%

Pwr —750% —7.58% —540% —750% —7.24% —7.24% —123% —124% —103% —-166% —12.1% —121%

A € Perfl —41.6% —11.8% +6.16% +1.42% -985% —91.9% —41.9% —-119% +6.10% +1.42% -985% —91.9%
Eff. —36.9% —451% +122% +9.63% -983% -91.2% —337% +058% +183% +21.6% -98.3% —90.7%

Pwr —814% —7.80% —7.80% —9.13% —442% —4.43% -115% -108% -10.8% -141% —6.71% —6.73%

f  Perf. ~7.82% —783% —9.25% +0.42% —250% —2.52% -103% -10.8% —122% +058% -230% —2.33%

Eff. +034% —0.03% -157% +105% +2.01% +2.00% +140% 0.05% —-157% +17.1% +4.73% +4.72%

B Pwr —9.18% —8.02% —10.8% -9.18% —9.79% —9.79% —144% -133% —159% —144% -149% -149%
e Perf. —264% —512% [+145% -054% —95.7% —79.8% —26.1% —525% [FIBE%N 0.01% -95.7% -79.8%

Eff. —19.0% +3.15% +283% +9.51% —953% —77.6% —13.7% +9.26% [ +409% +168% —95.0% —76.2%

Pwr —5.64% —7.05% —7.05% —6.12% —356% —4.03% —9.78% —11.2% -121% -141% -583% —6.55%

Coy fV  Perf —085% —1.92% —1.92% [$#353% +033% —1.12% +0.19% +0.19% —0.55% [H8I9%N +1.03% —0.57%

Eff. +5.07% +5.53% +553% +103% +4.04% +3.03% +11.0% +128% +13.1% +20.8% +7.28% +6.40%
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Conclusion

— e Decade-old problems like Rowhammer can be solved with
— principled security
V) — e Adding security can increase efficiency
v—

e New and unexplored area that needs a lot more research
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