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Daniel starts. Then Jonas: I think today you will hear two very different visions for computer security. One that is focused on the future and the other that is focused on the past. And a vision of that includes having a plan





Daniel: A plan for security? A plan to destroy performance. A plan to waste endless amounts of energy. We're a failing community.





where are we with energy? around 25 percent by 2030. exponential growth we cannot afford



0.09%



2018: 7 percent. less than 2 percent of GHG. naive computation: Meltdown patch in 2018: +0.09 percent in GHG.... in 2030? Meltdown-grade patch?



0.40%



2030. A SINGLE PATCH. that's not sustainable.





there's Moore's law. People don't want security. They want performance. OpenSSL just opened their implementation again and let millions of side channels back in.



Why is Rowhammer still not solved?



Daniel: that's from 2014... Jonas started talking about security, he's going to do all these wonderful things. Why hasn't he done it? He's been there for 3 years?
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Jonas: I'm going to discuss every one – at least every point that you've made.
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Jonas: I'm going to discuss every one – at least every point that you've made.
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#2 - Double-sided hammering
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#3 - One-location hammering
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Common misunderstandings...

... create bad incentives.

� A “bit” more reliability

� Why not ECC everywhere?

→ What incentives does it create?

Mobile vendors since 2018: let’s add ECC by default
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Optimizing systems...

Fundamental problem:

� we assume what is still reliable

� we don’t change the game at all

→ one flip too much is still all what it needs

� attacker does not care whether that “one flip too much” is with

or without ECC
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Jonas: And that is why I imagine and have actually a plan to build what I call an security for efficiency.
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Jonas: And that is why I imagine and have actually a plan to build what I call an security for efficiency.



Security for Efficiency?



Daniel: if that works, I'll be eating cats...



——————————
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New Solution

� Increasing DRAM energy efficiency and performance increases

bit flips

� Bit flips worsen system security

� If bit flips would only degrade performance but no security

� We could optimize for the sweet spot of energy efficiency and

performance without security implications
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Principled Cryptographic Security and Integrity

Make bit flips degrade performance without impacting security

� Cryptographic MAC

� Detect any number of bit flips

� Correction by brute-force search for correct data
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CSI:Rowhammer Correction Duration

# Errors # MAC Comp. Avg Duration

1 17 11 ns

2 771 3.68 µs

3 33 800 124 µs

4 1.51× 106 6.65ms

5 6.91× 107 261ms

6 3.07× 109 12.8 s

7 1.21× 1011 9.11min

8 5.72× 1012 6.11 h

25 Daniel Gruss, Jonas Juffinger — Graz University of Technology



Implemented brute force search algorithm. Ran it on real systems and computed the time the MAC computations take.  correct 5 bit flips in 256-bit data block in less than one second



CSI:Rowhammer Security Guarantees

� Silent data corruption less than once per 109 billion years

� Second preimage after hammering for one year: 9.75 · 10−5%

� Erroneous correction of 8-bit errors: 0.0161%
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CSI:Rowhammer Performance

On average less than 0.75% overhead
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Worst case 4.24%, 0.75% on average



Overclocking



Undervolting











faster AND more efficient, i've had 20-40 percent extra battery runtime most of the last decade





but what about security??





and plundervolt?



Will it fault?

uint64_t multiplier = 0x1122334455667788;

uint64_t correct = 0xdeadbeef * multiplier;

uint64_t var = 0xdeadbeef * multiplier;

while (var == correct)

{

var = 0xdeadbeef * multiplier;

}

uint64_t flipped_bits = var ^ correct;

34 Daniel Gruss, Jonas Juffinger — Graz University of Technology





Yes, that's a problem. but.... -250mV at 750mV... why do we have a 50 percent margin there???





not 50 percent on all frequencies, but quite a margin.... why do we not optimize this more? People in the audience might say: come on that's obvious... variations across devices, variations across environments, devices really must work reliably..... but can't we question that what we do is the best choice?



Can we make this secure?



Performance Improvement and Power Savings (as a graph)
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Performance Improvement and Power Savings

CPU Voff Score Power Freq. Energy Eff.

i5-1035G1
−70mV +6.0% −0.1% +8.5% +6.1%

−97mV +7.9% −0.5% +12% +8.4%

i9-9900K
−70mV +2.2% −7.2% +2.6% +10%

−97mV +3.8% −16% +3.3% +23%

7700X*
−70mV +1.4% −9.8% +1.8% +12%

−97mV +1.9% −15% +1.8% +20%
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Problem: Reliability Issues
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Problem: Security Issues
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CPU Supply Voltage

Conservative Voltage Instr. Var. Aging T. ...

Up to a 150mV variation in instruction voltage requirement.
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Some Instruction Produce Faulty Results

Instruction IM
UL

VO
R*

AE
SE
NC

VX
OR
*

VA
ND
N*

VA
ND
*

VS
QR
TP
D

VP
CL
MU
LQ
DQ

VP
SR
AD

VP
CM
P*

VP
MA
X*

VP
AD
DQ

Number of Faults 79 47 40 40 30 28 24 16 9 5 3 1
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Overview

CPU Frontend

CPU BackendDVFS

CPU
Operating System
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Disable Opcode MSRs - kind of like a sandbox, or jail, or prison.
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Operating Strategy: Now he wants to do tansformative operations on illegal instructions who are in prison.
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DVFS Curves and Operating Strategies
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fV Operating Strategy
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Voltage Change Delay
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Frequency Change Delay
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Performance Improvement and Power Savings

CPU Voff Score Power Freq. Energy Eff.

i5-1035G1
−70mV +6.0% −0.1% +8.5% +6.1%

−97mV +7.9% −0.5% +12% +8.4%

i9-9900K
−70mV +2.2% −7.2% +2.6% +10%

−97mV +3.8% −16% +3.3% +23%

7700X*
−70mV +1.4% −9.8% +1.8% +12%

−97mV +1.9% −15% +1.8% +20%
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Increasing the IMUL Latency
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SPEC CPU2017 Results

52
3.
xa
la
nc
bm
k

55
7.
xz

54
9.
fo
to
ni
k3
d

50
5.
m
cf

53
1.
de
ep
sje
ng

54
8.
ex
ch
an
ge
2

51
9.
lb
m

54
1.
lee
la

53
8.
im
ag
ick

52
5.
x2
64

51
0.
pa
re
st

50
2.
gc
c

50
8.
na
m
d

52
6.
bl
en
de
r

51
1.
po
vr
ay

50
7.
ca
ct
uB
SS
N

50
0.
pe
rlb
en
ch

50
3.
bw
av
es

55
4.
ro
m
s

54
4.
na
b

52
7.
ca
m
4

52
0.
om
ne
tp
p

52
1.
wr
f

N
gi
nx
VL
C

ge
om
ea
n

10%

0%

10%

20%

C
h
an
ge

−70mV Performance (left) and Efficiency (right)

−97mV Performance (left) and Efficiency (right)

SPEC CPU2017 Integer SPEC CPU2017 Floating Point

52 Daniel Gruss, Jonas Juffinger — Graz University of Technology



More Results

70mV Undervolt 97mV Undervolt

CPU
core

s

OS SPE
Cgmean

SPE
Cmedia

n

525
.x26

4
SPE

CnoS
IMD

Ngin
x

VLC SPE
Cgmean

SPE
Cmedia

n

525
.x26

4
SPE

CnoS
IMD

Ngin
x

VLC

A1 fV
Pwr −5.62% −7.05% −7.05% −7.05% −3.55% −3.88% −9.75% −10.9% −12.1% −14.8% −5.81% −6.30%
Perf. −0.25% −1.31% −1.31% +2.97% +0.50% −0.39% +0.80% +1.35% 0.06% +3.45% +1.20% +0.18%
Eff. +5.70% +6.18% +6.18% +10.8% +4.20% +3.63% +11.7% +13.7% +13.8% +21.4% +7.44% +6.92%

A4 fV
Pwr −4.62% −0.11% −6.92% −7.41% −0.97% −1.00% −8.87% −8.67% −13.1% −16.2% −1.57% −1.57%
Perf. −3.93% −0.04% −7.87% +1.82% −0.26% −0.58% −3.58% −3.47% −7.25% +1.84% −0.14% −0.53%
Eff. +0.72% 0.07% −1.01% +9.97% +0.72% +0.43% +5.80% +5.70% +6.70% +21.6% +1.45% +1.05%

A∞ e
Pwr −7.50% −7.58% −5.40% −7.50% −7.24% −7.24% −12.3% −12.4% −10.3% −16.6% −12.1% −12.1%
Perf. −41.6% −11.8% +6.16% +1.42% −98.5% −91.9% −41.9% −11.9% +6.10% +1.42% −98.5% −91.9%
Eff. −36.9% −4.51% +12.2% +9.63% −98.3% −91.2% −33.7% +0.58% +18.3% +21.6% −98.3% −90.7%

B∞

f
Pwr −8.14% −7.80% −7.80% −9.13% −4.42% −4.43% −11.5% −10.8% −10.8% −14.1% −6.71% −6.73%
Perf. −7.82% −7.83% −9.25% +0.42% −2.50% −2.52% −10.3% −10.8% −12.2% +0.58% −2.30% −2.33%
Eff. +0.34% −0.03% −1.57% +10.5% +2.01% +2.00% +1.40% 0.05% −1.57% +17.1% +4.73% +4.72%

e
Pwr −9.18% −8.02% −10.8% −9.18% −9.79% −9.79% −14.4% −13.3% −15.9% −14.4% −14.9% −14.9%
Perf. −26.4% −5.12% +14.5% −0.54% −95.7% −79.8% −26.1% −5.25% +18.5% 0.01% −95.7% −79.8%
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